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You can update bases manually or according to a schedule. Updates are
performed from Kaspersky Lab's servers via internet.

You can enable automatic anti-virus scan of your device after each update of the
Kaspersky Mobile Security bases. In order to do it, switch to Settings item in the
Updater tab and assign value On to the Scan on Update item.

The value of the Scan Quar. on Update setting determines whether or not
objects in the quarantine will be rescanned each time after the application bases
have been updated. By default the scan is performed. If you do not wish the scan
to be performed, select Off.

If it is necessary to change the active access point, use the Access point
setting. Then select the require value in the list. By default the access point is the
default point of the device.

The value of the Update server setting determines the application bases update
source: Kaspersky Lab's update servers (Use default value) or another server
specified by the user (User defined value). If you selected the User defined
value, enter the URL in the window that will open. If required, you can specify an
alternative update server.

You can view detailed information about bases used in the Database Info item in
the Information tab.

Information about bases update will be entered into the log. In order to view the
log, select the Reports item in the Updater tab.

2.1.8.1. Updating settings

In order to configure application bases updates, perform the following actions:
1. Start Kaspersky Mobile Security (see section 2.1.1 on page 9).
2. Switch to the Settings item in the Updater tab (see Figure 18).
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Figure 18. The Updater Tab

3. Select the access point (the Access Point setting) (see Figure 19).

Note

The access point is configured using settings provided by your wire-
less service provider.

eeline GPRS-WAP
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Figure 19. Selecting the access point



32 Kaspersky Mobile Security 7.0 Enterprise Edition

4. Enter the address of the update server (if necessary). In order to do it,
select the Update server item and then select the User defined value.
Enter the URL of the update source in the window that will open (see
Figure 20).

Enter URL:

http: [ /ftp.kaspersky.
com/index/mobile.

b > A
0K Cancel
Figure 20. Update server address

By default updates are performed from Kaspersky Lab's update server:
http://ftp.kaspersky.com/index/mobile.xml.

Note!

Irrespective of whether the connection was opened earlier, it will be
closed after the update is complete.

2.1.8.2. Manu al update

To start a manual update of Anti-Virus databases:
1. Start Kaspersky Mobile Security (see section 2.1.1 on page 9).
2. Select the Update item in the Updater tab (see Figure 18)

2.1.8.3. Scheduled update

To create an application bases update launch schedule.

1. Start Kaspersky Mobile Security (see section 2.1.1 on page 9).


http://ftp.kaspersky.com/index/mobile.xml
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2. Select the Schedule item in the Updater tab and configure the Auto
Update settings:

e Off i to not perform scheduled updates.

e Daily - the update to be performed every day. Specify the update
time in the corresponding field.

e Weekly - the update will be performed once a week. Specify the
update date and time in the corresponding fields.

2.1.9. Updating the application operation
settings

Note

For details about the joint operation of Kaspersky Mobile Security and Kaspersky
Admini stration Kit see Kaspersky. Mobi

While using Kaspersky Mobile Security jointly with Kaspersky Administration Kit
the application operation settings will be set by the policy for a group of mobile
devices. Activation of the application and the applying of the policy settings
blocked to prevent changes will take place when a device is being added to the
administration group.

Later synchronization of the application with the Administration Server will be
performed automatically using intervals set in the policy settings.

In order to start application manual synchronization with the Administration Serv-
er:

1. Start Kaspersky Mobile Security (see section 2.1.1 on page 9).
2. Open the Updater tab.
3. Select Synchronization item.

During the synchronization the application operation settings will be loaded from

the Administration Server and reports abo
sent from the device to the application server. If the application operation settings

did not change since the time of the last synchronization, the policy settings will

not be applied.
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2.1.10. Using the Firewall module

Firewall module is designed for monitoring the network activity and protection of
your mobile device at the network level (see Figure 21).

You can select the protection level (Firewall setting) in order to specify the level
of control over the incoming and outgoing traffic out of the suggested options:

e High i any network activity except updating of bases and connection to
Kaspersky Administration Kit is blocked.

e Medium i all incoming connections will be blocked, outgoing connec-
tions can only be established using SSH, HTTP, HTTPS, IMAP, SMTP
ports.

e Low level i only incoming connections will be blocked.
e Off T all network activities will be allowed.

Using the Notification s setti ng you can enabl e/ disabl
about an attempt to establish a connection blocked at the Firewall protection
level selected. In order to disable receipt of notifications, select Off.

Figure 21. The Firewall tab

Information about the Firewall module's work will be entered into the application
log. In order to view the report, select the Reports item in the Firewall tab.



